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Potential Security Problem looms for users of PC-based VolP products

1.0 Introduction

ith the growing use of Voice over Internet Protocol (VoIP),
W even non-dialup users may soon find themselves with huge
long distance bills for calls they did not make.

“Modem hijacking” victimizes users of regular dialup
modems by enticing them to install a piece of software that promises to
enable them to view, play or have access to games, videos, music, psy-
chics or adult sites. If the user agrees with the installation without
bothering to understand the fine print, then the modem dialer software
gets installed and executed [1,2]. Without any additional permission
from the user, the PC is then used to dial to a long distance internet pro-
vider number, a 1-900 number, or FTP site, to accrue per-use charges
which the user will then be responsible for [3]. The user won’t be aware
that his existing internet connection is dropped and that another connec-
tion has been redialed because the software will shut off the modem’s
speaker [2] or it would wait until the user has moved away from the PC
by detecting idle time.

Faced with the charges, the victimized users either pay up or lose their
phone service. In the US, people have filed complaints with the FCC
and FTC, and in Canada, with the CRTC. Generally though, the phone
companies treat these on a case by case basis [5].

2.0 Why Voice Over IP?

VoIP allows you to make telephone calls using a computer network,
over a data network like the Internet. VoIP converts the voice signal
from your telephone into a digital signal that travels over the internet
then converts it back at the other end so you can speak to anyone with a
regular phone number. When placing a VoIP call using a phone with an
adapter, you’ll hear a dial tone and dial just as you always have. VolP
may also allow you to make a call directly from a computer using a con-
ventional telephone or a microphone [6].

An AT&T paper declares that since voice is now being treated as an IP
network application, long distance and local service telephone provid-
ers run VoIP for an increasing portion of total traffic to save on circuit
and toll costs. It also enables cable operators to offer VoIP and cable
telephony services. Innovative IP-based applications like call routing
and integrated messaging are written for the IP network. Phone num-
bers can be location independent and phone calls can be distance
independent [7].

VolIP then generally means a win-win for both the consumer and the
service provider in terms of costs and available features.

3.0 Emerging Threats - Recommendations

Until now, the modem hijacking victims were limited to dialup internet
users because only the regular dialup modems could be used to rack up
charges for the unsuspecting user. Presently, users of PC-based dialers
of Voice over IP services could potentially find themselves in a similar
situation. The fact they don’t even have a dialup modem and that they’re
using an ADSL or a cable modem won’t offer them any shielding from
this problem.

The old suggestion, “disconnect the dialup modem, you may leave the
broadband connection on [4]”as a defence, may no longer hold true.
Judging from the relative ease that new hacks are able to exploit Win-
dows weaknesses [3], it is reasonable to expect that a VoIP version of
the modem hijacking scam would soon surface.

Although this article is focused on Windows vulnerabilities, this doesn’t
mean that Macintosh users are safe. There are enough threats to the
Macintosh platform [8]. If a Mac-based VolIP dialer is released, that
would certainly be targeted by hackers.

The potential headaches are ominous. Many companies in this field are
envisioning major expansions of their VoIP hardware offerings for use
in VoIP services. Among them are Texas Instruments [9], where VoIP
is viewed as the next “killer app;” Comcast, which is “aiming to offer it
to 40 million households by 2006 [10];” and Ace Comm, whose white-
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As Voice over Internet Protocol (VoIP) technologies enjoy grow-
ing acceptance and increasing use, there’s an expectation thata
variant of the modem hijacking problem that used to affect only the
dialup modem users may soon surface. Those using PC-based
VoIP dialers whose computer’s security weaknesses have been
exploited could find themselves with significant VoIP long dis-
tance charges for calls they did not place. It is important that this
issue be considered now to avoid problems for the users faced with
the disputable charges; and for the VoIP service providers and gov-
ernment agencies who will have to deal with the resulting
complaints. This article investigates the existing types of VoIP ser-
vice offerings, cites some examples and assesses how vulnerable
the user of each type could be. It then provides recommendations
of what the service providers should make available to the users to
help minimize any impact.

— Sommaire

Comme les technologies de voix sur IP (VoIP) sont de plus en plus
acceptées et utilisées, il est possible qu’une variante du probleme
de détournement de modem, qui n’affectait autrefois que les usa-
gers de modems RTC, surgisse. Un usager de VoIP pourrait faire
face a d’onéreux cotits d’interurbains pour des appels dont il/elle
n’a pas eu connaissance si les faiblesses de son ordinateur ont été
exploitées par des tiers. Il est donc important que cette problémati-
que soit traitée des maintenant pour éviter des problémes potentiels
tel qu'un usager qui recoit des factures d’interurbains discutables et
les compagnies de service VoIP et les agences gouvernementales
qui doivent répondre aux plaintes. Le présent article présente une
étude des différents types de services VolP, cite quelques exem-
ples et détermine le degré de vulnérabilité de I’usager pour chaque
type de service. L’article propose aussi des recommandations quant
aux solutions possibles au probleme.

paper quotes a source that the worldwide VoIP equipment market for
public networks will surpass US $20 billion by 2012 [7].

Not all VoIP service providers are offering PC-based VoIP dialers, but
it is hoped that if they do, that consumers are:

. Forewarned of the risks,
. Provided with tools to secure the VoIP dialer, and/or

*  Provided with easier recourse procedures on how to contest ques-
tionable charges [2, 5].

From the Windows side of things: “Microsoft continues on its path of
incorporating much of the nuts-and-bolts functionality now handled by
third-party communications vendors -- like chat, Web conferencing, and
VoIP players -- on the operating system level [11].” The current
Microsoft white paper on VoIP mainly deals with Windows CE version
5[12].

VolIP dialers therefore don’t rely on Microsoft (or Apple)-supplied utili-
ties but are applications by themselves. The security of the VoIP dialer
then depends on its own security features and that of the underlying
Windows or Macintosh OS.

From what is now available, VoIP services could be categorized as fol-
lows in terms of being prone to a broadband modem hijacking scheme:
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1. Dedicated VoIP hardware used exclusively with no need of a PC.
This would be the safest. Users keep it secure the same way they
keep their regular phone secure (i.e. be aware where is the portable
handset, for example). An example would be the service provided
by Primus Canada [13].

2. VoIP hardware with the option of using PC-based VoIP dialer. The
hardware portion should be as secure as the one above, but users
availing of the Windows-based dialer could expose themselves to
upcoming threats. An example of an optional dialer would be the
SoftPhone X-PRO utility which is the VoIP dialer included with the
service provided by Vonage [14, 15].

A quick look at its features indicates that there is an option to block
international call dialing, which should alleviate some concerns.
Connection to 1-900 numbers is also not allowed [16]. However,
the quick start guide for SoftPhone X-PRO [17] recommends
allowing the software to remember the login phone number and
password fields. This author did not check further if login access to
SoftPhone would allow changes to the call blocks, but it would suf-
fice to say that this may make it vulnerable to take-over tools, key-
stroke monitors and other exploits. It is also to be noted that even
though long distance and 1-900 call blocking have been available
for the regular phone lines, people have not opted for them and so
have been victimized.

3.  PC-based VoIP dialer with option of using VolP hardware. Being
mostly reliant on the underlying PC operating system, it’s more vul-
nerable to take-over tools, keystroke monitors and other exploits as
mentioned above. An example would be the PC-to-Phone service of
the iConnecthere consumer division of deltathree [18].

4.0 Concluding Remarks

In summary, broadband internet users availing of PC-based VoIP dial-
ers need to be made aware of the possible risks arising from the PC’s
security vulnerabilities. They should be provided with step-by-step pro-
cedures that minimize the chances of success of any Windows or
Macintosh hack or exploit. And if they still got victimized despite their
best efforts, they should be accorded a smoother process to be spared
the resulting disputable charges.
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